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Abstract:

Our study aims to achieve important research objectives and address a newly
emerging phenomenon that has become a highly debated topic in public discourse. The
focus of our study is the fundamental human right of individual privacy. The goal is to
assess the impact of modern communication technologies on the issue of privacy,
including types of violations and modern means contributing to privacy breaches. We also
examine the differences between the traditional concept of privacy and its contemporary
understanding in the age of modern communication technologies, which include various
interactive platforms such as the internet, social media, mobile phones (especially
smartphones or multimedia devices), artificial intelligence, and others. Given the nature of
the subject, we adopted a survey sampling approach and selected a research population
consisting of internet and mobile phone users. Our field study was conducted on a
purposive sample of users from the eastern states of Algeria. To overcome the challenges
of studying an unknown and difficult-to-reach research population through digital
platforms, we utilized a snowball sampling technique. We distributed a total of 500
electronic questionnaires through friend lists on social media and group pages on
Facebook. After excluding incomplete questionnaires, we ended up with a sample size of
400. The duration of our study spanned from 2019 to 2023, and we arrived at several
important findings:

= The percentage of personal privacy violations has increased in the era of modern
communication technologies and their use.

= The internet, smartphones, social media platforms, and artificial intelligence
technologies are the most common means of privacy infringement.

» Individuals themselves have become willing to voluntarily disclose their privacy,
primarily through social media platforms, driven by factors such as money and
fame.

= The concept and boundaries of privacy are shrinking.

= Many cases of personal privacy breaches escalate into crimes, including extortion,
murder, and sexual harassment.

= The legal and administrative regulation of privacy is challenging in the digital
spaces and with the use of modern tools and technologies, considering the rapid
technological advancements that outpace the development of laws and the lack of
preparedness of human resources.

Keywords: modern communication technology, privacy, individual privacy, internet,
mobile phone (smartphone)
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Abstract:

Our study aims to reveal the reality of cyber security and the privacy of digital data
found on databases and websites in Algeria. and the status accorded to them by the
Algerian State within its security system, This is achieved by identifying the types of cyber
threats that Algeria faces. And the most important new technologies used to penetrate
digital data and carry out attacks and cyber warfare, Also, access to challenges and
obstacles to the implementation of the internal security policy to refute cybercrime in
general measures and mechanisms for dealing with Algeria's cyber attacks, and remedies in
the event of attacks.

As Algeria moves towards the digitization of all sectors, this is reflected in the
increasing threats to Algeria's internal security and critical infrastructure. - In view of the
unprecedented development of artificial intelligence techniques, we must study this topic
because it is of great importance at the level of internal security and the privacy of personal
data, and to achieve research sufficiency and access to adequate answers on the subject we
used the descriptive approach; Through the extraction of official statements from the
authorities responsible for cyber defense and the fight against cybercrime, including the
Minister of Communication "Amar Belhimer" with the Sunrise Online Channel, the
statement of Brigadier General "Titoch Nabil Youssef", head of the Department of
Electronic Information Systems and Warfare via Army Magazine, the Director of the
CyberDefense Center and Systems; Lieutenant Colonel Nabti Akram, in addition to the
Director of the National Institute for Comprehensive Strategic Studies, Mr. Abdelaziz
Mujahed of Al-Nahar Channel.

Keywords: Cyber Security, Privacy of Digital Data, Cybercrime (Electronic), Digital
Transformation, Artificial Intelligence
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il gn s Kemmerer . A Richardlaad 5 clee s (0o Gileall 5 lgie asl) e Joxd 3
"Aaalill L ek ) c¥slaall bla) 5 i€ el e dels dily oo s)le
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Abstract:

Our study aims to achieve important research objectives and address a newly emerging phenomenon
that has become a highly debated topic in public discourse. The focus of our study is the fundamental
human right of individual privacy. The goal is to assess the impact of modern communication technologies
on the issue of privacy, including types of violations and modern means contributing to privacy breaches.
We also examine the differences between the traditional concept of privacy and its contemporary
understanding in the age of modern communication technologies, which include various interactive
platforms such as the internet, social media, mobile phones (especially smartphones or multimedia
devices), artificial intelligence, and others. Given the nature of the subject, we adopted a survey sampling
approach and selected a research population consisting of internet and mobile phone users. Our field study
was conducted on a purposive sample of users from the eastern states of Algeria. To overcome the
challenges of studying an unknown and difficult-to-reach research population through digital platforms,
we utilized a snowball sampling technique. We distributed a total of 500 electronic questionnaires through
friend lists on social media and group pages on Facebook. After excluding incomplete questionnaires, we
ended up with a sample size of 400. The duration of our study spanned from 2019 to 2023, and we arrived
at several important findings:

= The percentage of personal privacy violations has increased in the era of modern communication
technologies and their use.

= The internet, smartphones, social media platforms, and artificial intelligence technologies are the most
common means of privacy infringement.

= Individuals themselves have become willing to voluntarily disclose their privacy, primarily through
social media platforms, driven by factors such as money and fame.

= The concept and boundaries of privacy are shrinking.

= Many cases of personal privacy breaches escalate into crimes, including extortion, murder, and sexual
harassment.

= The legal and administrative regulation of privacy is challenging in the digital spaces and with the use of
modern tools and technologies, considering the rapid technological advancements that outpace the
development of laws and the lack of preparedness of human resources.
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